Our Lady of Mount Carmel RC Primary School
INTERNET POLICY 2005/06

The statutory curriculum requires pupils to learn how to locate, retrieve and exchange information using ICT. In delivering the curriculum, Teachers need to plan to integrate the use of communications technology such as web-based resources and e-mail. Computer skills are vital to access life-long learning and employment; indeed we must consider ICT a life-Skill.

Most technologies present risks as well as benefits. Internet use for home, social and leisure activities is expanding and being used by all sectors of society. This brings young people into contact with a wide variety of influences, some of which could be unsuitable. It is important that schools, as well as parents, adopt strategies for the responsible and safe use of the internet. 

The importance of an internet policy
The Internet is an open communications channel, available to all. Applications such as the Web, e-mail and chat all transmit information over the wires and fibres of the internet throughout the world. Anyone can send messages, discuss ideas and publish material with little restriction. These features of the Internet make it and invaluable resource. 

Some of the material is published for an adult audience and is unsuitable for pupils. In addition, some use the Web to publish information on weapons, crime and racism that would be more restricted elsewhere. E-mail and chat communication could also provide opportunities for adults to make contact with children for inappropriate reasons. In line with the schools policies that protect pupils from other dangers, there is a requirement to provide pupils with a safe Internet environment and a need to teach them to be aware of and respond responsibly to the risks. 

Core Principles of Internet Safety

1. Guided educational use
Significant educational benefits should result from curriculum Internet use including access to information from around the world and the ability to communicate widely and to publish easily. Internet use should be planned, task-orientated and educational within a regulated and managed environment. Directed and successful Internet use will also reduce the opportunities for activities of dubious worth. 
2. Risk assessment
Young people need to learn to recognise and avoid risks – to become “Internet Wise”. Schools need to ensure they are fully aware of the risks, perform risk assessments and implement a policy for Internet use. Pupils need to know how to cope if they come across inappropriate material. 

3. Responsibility

Internet safety depends on staff, schools, governors, advisers, parents and where appropriate, the pupils themselves taking responsibility for the use of the Internet. The balance between education for responsible use, regulation and technical solutions must by judged carefully. 

4. Regulation

The use of a limited and expensive resource, which brings with it the possibility of misuse, must be regulated. In some cases access within schools must simply be denied, for instance unmoderated chat rooms present immediate dangers and are usually banned. Fair rules, clarified by discussion and prominently displayed will help pupils make responsible decisions. 

5. Appropriate strategies
These strategies are based on limiting access, developing responsibility and on guiding pupils towards educational activities. Strategies must be selected to suit the school situation and their effectiveness monitored. There are no straightforward or totally effective solutions and staff, parents and the pupils themselves must remain vigilant. 
1. Who will write and review the policy?
The Internet Policy is part of the ICT Policy and relates to other policies including those for behaviour and PSHE. 

Our Internet Policy has been written by the school, building on the Kent NGfL policy and government guidance. It has been agreed by the senior management and approved by governors. It will be reviewed annually. 
Created by: Mr. M Woolley (ICT Co-ordinator)

Date: September 2005

To be revised: August 2006

Approved by: Mr. A. Brown (Head teacher) 

2. Why is Internet use important?

· The purpose of Internet use in school is to raise educational standards, to promote pupil achievement, to support the professional work of staff and to enhance the school’s management information and business administration systems. 

· Internet use is a part of the statutory curriculum.

· The school has a duty to provide pupils with quality Internet access as part of their learning experience. 

3. How does the Internet benefit education?

Benefits of using the Internet in education include:

· Access to world-wide educational resources including museums and art galleries;

· Inclusion in government initiatives such as the National Grid for Learning (NGfL) and the virtual Teacher Centre (VTC);

· Educational and cultural exchanges between pupils world-wide;

· Staff professional development through access to national developments, educational materials and good curriculum practice;

· Communication with support services, professional associations and colleagues. 

· Exchange of curriculum and administration data with the LEA and DfES.

4. How will Internet use enhance learning?

· School Internet access will be designed for pupil use and will include filtering appropriate to the primary phrase.
· Pupils will be taught what is acceptable and what is not acceptable and given clear objectives for Internet use. 

· Internet access will be planned to enrich and extend learning activities. Access levels will be reviewed to reflect the curriculum requirements and age of pupils.

· Staff should guide pupils in on-line activities that will support the learning outcomes planned for the pupils’ age and maturity.

· Pupils will be educated in the effective use of the Internet in research, including the skills of knowledge location and retrieval.

5. How will pupils learn to evaluate Internet content?

· If staff or pupils discover unsuitable sites, the URL (address) and content must be reported to the Internet Service Provider via the ICT Co-ordinator. 

· Schools should ensure that the use of Internet derived materials by staff and by pupils complies with copyright law. 

· Pupils should be taught to be critically aware of the materials they read and shown how to validate information before accepting its accuracy. 

6. How will e-mail be managed?

· Pupils may only use approved e-mail accounts on the school system.
· Pupils must immediately tell a teacher if they receive offensive e-mail. 

· Pupils must not reveal details of themselves or others, such as address or telephone number, or arrange to meet anyone in e-mail communication. 

· The forwarding of chain letters is banned. 
7. Use of chat rooms.
· Pupils will not be allowed access to chat rooms in school. 

8. How should Web site content be managed?
· The point of contact on the Web site should be the school address, school e-mail and telephone number. Staff or pupils’ home information will not be published. 

· Web site photographs that include pupils will be selected carefully and will not enable individual pupils to be identified. 

· Pupils’ full names will not be used anywhere on the Web site, particularly associated with photographs.

· The ICT Co-ordinator will take overall editorial responsibility and ensure content is accurate and appropriate.  
9. How can emerging Internet uses be managed?

· Emerging technologies will be examined for educational benefit and a risk assessment will be carried out before use in school is allowed. 

· Mobile phones will not be used during lessons or formal school time. The sending of abusive or inappropriate text messages is forbidden. 
10. How will Internet access be authorised?

· The school will keep a record of all staff and pupils who are granted Internet access. The record will be kept up-to-date, for instance a member of staff leaving or the withdrawal of a pupil’s access. 

· At Key Stage 1, access to the Internet will be by adult demonstration with occasional directly supervised access to specific, approved on-line materials. 

· Parents will be informed that pupils will be provided with supervised Internet access. 

· Parents will be asked to sign and return a consent form.

11. How will the risks be assessed?

· The school will take all reasonable precautions to ensure that users access only appropriate material. However, due to the linked nature of Internet content, it is not possible to guarantee that unsuitable material will never appear on a school computer. The school can not accept liability for the material accessed, or any consequences of Internet access.

· The use of computer systems without permission or for inappropriate purposes could constitute a criminal offence under the Computer Misuse Act 1990. 

· Methods to identify, access and minimise risks will be reviewed regularly. 
· The head teacher will ensure that the Internet policy is implemented and compliance with the policy monitored. 
12 How will filtering be managed?

· The school will work in partnership with parents, the LEA, DfES and the Internet Service Provider to ensure systems to protect pupils are reviewed and improved. 

· If staff or pupils discover unsuitable sites, the URL (address) and content must be reported to the Internet Service Provider via the ICT Co-ordinator. 

· The ICT technician will ensure that regular checks are made to ensure that the filtering methods selected are appropriate, effective and reasonable. 

· Any material that the school believes is illegal must be referred to the Internet Watch Foundation. 

13 How will the policy be introduced to pupils?

· Rules for internet access will be displayed in the computer suite.

· Pupils will be informed that Internet use will be monitored. 

· Instruction in responsible and safe use should precede Internet access. 

14 How will staff be consulted?

· All staff must accept the terms of the ‘Responsible Internet Use’  statement before using any Internet resource in school.

· All staff including teachers, supply staff, classroom assistants and support staff, will be provided with the School Internet Policy, and its importance explained. 

· Staff should be aware that Internet traffic can be monitored and traced to the individual user. Discretion and professional conduct is essential. 

15 How will ICT system security be maintained?

Local Area Network security issues include:

· The user must act reasonably. Loading non-approved software could cause major problems. Good password practice is required including logout after use. 

· Servers must be located securely and physical access restricted.

· The server operating system must be secured to a high level.

· Virus protection for the whole network must be installed and current. 

· The school ICT systems will be reviewed regularly with regard to security. 

· Use of floppy disks and memory sticks may not be brought into school without specific permission and a virus check will be made if necessary. 

· Files held on the school’s network will be regularly checked.

· The ICT technician will ensure that the system has the capacity to take increased traffic caused by Internet use. 

16 How will complaints regarding Internet use be handled?

· Any complaint about staff misuse must be referred to the head teacher.
· Pupils and parents will be informed of the complaints procedure.

· Parents and pupils will need to work in partnership with staff to resolve issues. 

· There may be occasions when the police must be contacted. Early contact could be made to establish the legal position an discuss strategies. 

· Sanctions available include:

1. Interview with a senior member of staff;

2. Informing parents or carers;

3. Removal of Internet or computer access for a given time period, which could prevent access to school work held on the system. 

17 How will parents’ support be enlisted?

· Parent’s attention will be drawn to the School Internet Policy in newsletters, and on the school Web site.

· Internet issues will be handled sensitively to inform parents without due alarm. 

· A partnership approach with parents will be encouraged. This could include: demonstrations, practical sessions and suggestions for safe Internet use at home. 
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Our Lady of Mount Carmel RC Primary School

Responsible Internet Use

Rules for Staff

The school computer system provides Internet access to students and staff. This Responsible Internet Use statement will help protect students, staff and the school by clearly stating what is acceptable and what is not. 

· Access must only be made via the user’s authorised account and password, which must not be given to any other person.
· School computer and Internet use must be appropriate to the student’s education or to staff professional activity.

· Copyright must be respected.

· Users are responsible for e-mail they send and for contacts made.

· E-mail should be written carefully and politely. As messages may be forwarded, e-mail is best regarded as public property.

· Anonymous messages and chain letters must not be sent. 

· The use of public chat rooms is not allowed. 

· Use for personal financial gain, gambling, political purposes or advertising is forbidden. 

· Irresponsible use may result in the loss of Internet access.

The school may exercise its right by electronic means to monitor the use of the school’s computer systems, including the monitoring of web-sites, the interception of E-mails and the deletion of inappropriate materials in circumstances where it believes unauthorised use of the school’s computer system is or may be taking place, or the system is or may be used for criminal purposes or for storing text or imagery which is unauthorised or unlawful.
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Our Lady of Mount Carmel RC Primary School

Responsible Internet Use

Rules for children

We use the school computers and Internet connection for learning. These rules will help us to be fair to others and keep everyone safe. 

· I will ask permission before entering any Web site, unless my teacher has already approved that site.
· I will use only my own login name, unless permission is given by my teacher.

· I will not look at or delete other people’s ICT work.

· I will not bring floppy disks, CD’s or memory sticks into school without permission of my teacher.

· I will only e-mail people my teacher has approved.

· The messages I send will be polite and sensible. 

· When sending e-mail, I will not give my home address or phone number, or arrange to meet someone.

· I will ask for permission before opening an e-mail or attachment sent by someone I do not know.

· I will not use Internet chat rooms.

· If I see anything I am unhappy with or I receive messages I do not like, I will tell a teacher immediately. 

· I know that the school may check my ICT work and may monitor the Internet sites I visit.

· I understand that if I deliberately break these rules, I could be stopped from using the Internet or computers.
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